Hacrpoika yHuBepcanbHoro mapupyrusatopa QTECH QBR-1040W
Ana npepocrasneHus ycayr Internet, SIP n IP-TV
(peaakuyma 1.1)

1. MoaroTtoBKa K 06HoBAeHUIO MO mapwpyTusaTopa

IP-agpec mapwpyTtmsaTopa: 192.168.1.1
JlornH/naponb agMUHUCTpaTopa: admin/admin

Mepepn, HaCTPOMKOM MapLpyTM3aTopa B 06A3aTelbHOM NopaaKe Heob6XoAMMO 06HOBUTb NPOLLMBKY A0
aKTyanbHOW BEpCUN, MHaYe ganbHenwan paboTa c CPE 6yaer HeBO3MOXKHa.

[0 3aBepLueHMA NONHOW HACTPOMKN MapLIpyTU3aTopa, noaxnoyate K ero WAN-nopTy Ethernet-kabenb,
NPUXOAALLMIA OT KOMMYTaTOPa AOCTYNa, HE PEKOMEHAYeTCS.

[na KOHTPOAA AOCTYNHOCTM MapLLpyTU3aTopa Bo Bpems o6HosaeHMA MO 1 HaCTPOliKM Heobxoanmo
BbINONHUTL KOMaHAy «ping 192.168.1.1 —t» B KomaHAHOM cTpoke Windows.

2. O6HoBneHue BcTpoeHHoro MO mapwpyTusaTtopa

2.1. «Management» -> «Status»
CKonupyiiTe cepuitHbln Homep MaplupyTusaTtopa (“Equipment Serial Number”).

Uptime Oday:0h:3m:59s

Equipment Serial Number IDDEI2?'43EI51 4020006937 I
Firmware Version w1.1.9E

Build Time Fri Feb 14 10:25:558 MSK 2014

2.2. «Management» -> «Upgrade Firmware»
Haxkmute Ha KHOMKY “Bbibepute pann”, ykarknte Mecto pacrnoioxeHusa painaa npoMBKM Ha JIOKa/IbHOM
aucke MK nan USB-Flash-gucke (Hanp. 1.1.13RU.RT.1040W-4M.130315.bin) u HaxkmuTe Ha KHonKky “Upload ”.

Upgrade Firmware

This page allows you upgrade the Access Point firrmaare to new wersion. Please note,
do not poweer off the device during the upload because it may crash the system.

Firmware Version: v1.1.59E
Select File: BriGepute dain 1.1.13r0.... rm_newe. bin

Mocne nponagaHua gocTtyna K CPE (B OKHe TepMWHana NosBuUTcA cooblueHne — “NpeBblleH MHTEPBan
oXnaaHua ansa sanpoca”), oumctute arp-tabamuy MK c nomoubio KomaHabl «arp -d *», BBeaa eé B KoMaHAHOW
cTpoke Windows. [oKAnUTecb OKOHYaHMA nNpouecca 06HOBAEHMA NPOLIMBKM U NepesarpysKku
MapLpyTU3aTopa, T.e. 3aBeplueHna 06paTHOro OTCYETa Ha cTpaHuLe obHoBaeHus M10.

B3 Komanpgnas crpoxa - ping 192.168.1.1 -t -|a ﬂ

Oreer or 192 _168 Z uMcao sal 2 spenaiinc TTL=64
OreeT oTr 192.168 YHCAD Eal 2 spema<linc TTL=64
OreeT o1 192.168 2 yucAo €al 2 ppena<lnc TTL=64
OTeeT ot 192 _168 2 yMcAD Eal 2 spenadine TTL=64
lNpeBnweH WHTEPBAA OXWAAHWA NAA 3ANPOCA.
MpeebiueH MHTEPBAA DXHAAHHA RAA 3ANPOCA.

ICraructuka Ping pan 192.168.1.1:

Naketoe: oTrnpasaeHo = 357, noaydeno = 352, noTepado % (1% novepew).
MpHEAUIHTEALHOE BpEMA NpHEMA—NEpeRnadd B MC:

Hunumaaenoe = Omcek, Makcumaasnoe = B mcex, Cpepnee = 0 ncex
Enntrnlfﬂ

IC:sJarp —d *
C:J>ping 192.168.1.1 —t
naketanu ¢ 192_168.1.1 no 32 sasit:

epemA=1nc TTL=64
epemai{inc TTL=64
spemal{inc TTL=64
ppemA<line TTL=64
epenad{ine TTL=64




2.3. «KApMUHUCTpUpOBaHUe» -> «CtaTyc»

BBeguTe, CKONMPOBAHHbLIM paHee, CEPUNHBIA HOMEP MApPLLPYTU3aTOpPa B COOTBETCTBYIOLLEE MOE U HAXKMUTE
KHOMKy “Set Serial”. B oTBeT Ha coobuieHne 06 M3MEHEHNN HAaCTPOEK HaxKmuUTe KHoMRy “lNepesarpysnTb
ceiyac”. Nocne nponagaHus gocTtyna K CPE noBTOpHO BOCNOAb3YyHWTECH KOMaHAoOM «arp -d *» gna ouncTkum arp-
Tabnaumubl MK. Joxautech nepesarpy3km mapLupytmsaTtopa.

Bpema pabotbl Oday:0h:20m:18=

Copniiutit wowep |o0027 43051 4020008937 [ Set Serial |
Bepcua M0 1.1.13RU. RT 10400-4M

Nara cosnanma MO Tue Feb 17 11:41:28 MSK 2015

Ecnv cepuiiHblit HoMep 6bin YKa3aH HEKOPPEKTHO, TO HA CTPaHMLLE 3aMpoca nepesarpyskyu CUMBOJIbI MOTYT
0TO6paXKaTbCA B HEMPABUIbHOM KoanpoBKe. Ans nepesarpyskn CPE HakMWUTe BEPXHIOIO KHOMKY.

PP-P{PuPSPuPSP&Py PSPPCTC,C BPsPuPe CrCTPiPuCEPSPs!

P'PC¥€Pe PeP-PiPpPSPUPSPeCII P40 PuPe CIP:C.. . CBP
PSPUPSCy. P PsCrC, PuCh PrPsPePYPUPS P+C(C, CH PPpCRPUE-P
PICBCEPPUPS PriaCII FiC BEeT PRSP pP S PeCII
PeP-PiPUPSPUPSPERMe.

P’ C¢ PPsPIPpC, Pp PPUCBPUP-PeFIC BCFP-Fel, CIECT'CII CI P
MeC{PoCIL PeFsPe PICBPsPrPsPsPPeC, CH FeF-PiPPPSPUPSPeCII
Pé PEuCEF 1P FPiCBCrP-PeC, CHE CICII FiPsP-PrESPPy.

| PUPUCRPUP: PPICTRCIP-PEC,CHe CIPUPNeCTRCT |

[ PUPUCEPUP PRICREHP-PaC Ch PiPsP-PIP |

2.4. MoBTOpHbIN BBOA, cepuitHoro Homepa CPE

MoakntouMTECHh K MapLUpyTM3aTopy no npoTokosny Telnet, ana yero BbinosHUTE KomaHAay «telnet 192.168.1.1»
B KOMaHAaHoM ctpoke Windows, no 3anpocy sseauTe sorvH / naponb — “gtech” / ”qtechsupport”, 3atem
noo4yepéaHo BbINOAHUTE KOMaHAb! «flash sethw HW_QTCH_SERIALNUMBER ""» n «reboot».

B KomanpHaa cTpoka -0 ﬂ
-]

C:~>telnet 192.168.1.1
router login: gqtech
rd:
hw HYW_QTCH_SERIALNUMBER "'

MonkawueHWe K Y3ay yYyTepaHo.

IC N2

JoxavTech nepesarpy3ku mapLupyTMsaTopa U NoBTOpUTE BBOA CEPUMHOTO HOMepa (CM. NYHKT 2.3 HacTosLLen
WHCTPYKLMM).



3. Hacrpoiika mapwpyTtusaTtopa

3.1. «HacTtpoiika UHTepHeT» -> « WAN»

BbibepuTe TMN NoaKntoueHusa — PPPoE, BBeauTe, yKasaHHble B foroBope aboHeHTa, MMsA NoJ/ib3oBaTens u
naposb ana ycayru “UHTepHeT”; B KAYecTBe MMEHU cepBuca YKaxKute — “inet”; ybepute “ranoykun” okono
NYHKTOB “BKAtounTb UPNP” 1 “BKntountb IGMP Proxy” 1 Haxkmute KHonky “MpumeHntb”. B oTBET Ha
coobueHne 06 U3MEHEHMM HAaCTPOEK HaxKMMUTe KHOMKY “lMepesarpysnTb nosxe”.

Hactpoika WAN uHTepdreinca

Ha 310t ctpanuue Bl MoxeTe NpOM3BECTM HACTROMAKY ANA AocTyna K ceTH MHTepHET.
Bl MoxeTe MCNONE30BETE OAHH M3 NPEANOKEHEN THNOE NOAKNKIYEHKUA ANA ROCTYNE K
cetn Miutepent: Ctatuyeckui IP, DHCP, PPPoE, PPFoE Dual Access, L2ZTP/PPTP

MeTon ayTeHTHCHKALUMK: | Auto

AOMWHACTK

B

C Pyunoii BBOS DNS anpecos:

DNS 1: 0.0.0.0
DNS 2: 0.0.0.0
DNS 3: 00.00

KnonupoBaHne MAC
anpeca:

O Bonioums NAT

O swmounns upnp

O srmoumts 16MP Proxy
Bimoumts IPsec pass through

TR NOAKMIYeHNA: PPPaE [

THN NOAKMOYEHNA: ABTOMETHURCKM | %
BpemA oXHLaHNA; 5 (1-1000 muHyT)
MTU: 1492 (13601492 baiT)

Merop IPv6: SLAAC hdl

@ ABToMaTHYeCKOR NoNy4eHHe DNS anpecos:

00:00:00:00:00:00 Mony4ute MAC anpec

Bimouuts PPTP through ana VPN noaxnoyeHna
Brmounte L2TP pass through ana VPN noaknioyeHna
[ Brmoumte IPv6 pass through LnA VPN nogkmovenis

.

ana VPN noaxnioyueHna

I Brmounte 802.1x Authentication ana WAN

3.2. «Hactpoiika UHTepHeT» -> « VLAN»

I Bkmounte Authentication nna Kabinet

YcTaHoBMTe “ranoyky” okono nyHkTa “Bratountb VLAN”, a Takke okoso cepsucos IPTV n VOIP (ecany
aboHeHTa NPUCYTCTBYIOT B LOrOBOPE COOTBETCTBYIOLLME YCAYTH).

Ons ycnyru Internet ykaxkute VID — 2 (B cnyyae c KommyTatopom EdgeCore 3HaueHue Internet VLAN

HeobXxoAMMO y3HaTb ¥ cOTpyAHUKA TMN-2 no TenedoHy).

Ona ycnyrn IPTV VID — 50, npnoputet 802.1p — 4, pusmyeckmit nopt —4.

Ons ycnyru SIP (VOIP) VID — 40, npuoputet 802.1p — 5, ¢dus

NYeckuit nopt — 3.

B nyHKTe HacTpoek “3agaTb pexum untagged ana” sbibepute 3HaveHune “Internet VLAN” (B cnyyae ¢
KommyTtaTopom EdgeCore 3HaueHune “IPTV VLAN”) n Haxkmute KHOMKY “IMpumeHunTb”.

B oTBeT Ha COO6LU,eHVIe 06 nsmeHeHUn HACTPOEK HaXXmurte

KHOMKy “lMepe3arpy3unTb nossxe”.

Brmounts VLAN

LAN |1

Internet 0w

MGMT 0w

Oo0@&

Guest 0w

PTV DDD
voip DDD

3anatk pexnd untagged
ans: Internet WLAN |+ |

o uanecrwi nopr | WiFiSSiD __|
[ 1]2] 3[4 Jwan[oce Jap1lap2]aps]apd]
0o




3.3. «ABMUHUCTPUpPOBAHUeE» -> «HacTpoiika BpemeHU»
BbibepuTe BpemeHHyto 30Hy — “(GDMT +03:00) MockBa, CaHKT-MeTepbypr, KasaHb”.
YcTaHoBMTe “rafioyky” okono nyHkTa “Bratountb NTP KAneHT” n ykarkuTe agpec cepsepa — “80.95.33.16”.

HaxkmuTe KHoMKy “lMpumeHunTL”, 3aTem B OTBET Ha Co0bLeHNEe 06 MU3MEHEHUWN HAaCTPOEK HaXKMUTE KHOMKY
“Mepe3sarpy3sntb nosxe”.

HacTpoitka BpemeHU

Ha 3T0A CTPAHWLE Bbl MOMETE CMHXDOHWSMPOBATE CEOR YCTRORCTEY ¢ MyBNWYHBIMA
EPEMEHHEIMH CEREERAMM B LIHTEpHETE,

Texymee BpeMA :
lon, Mec JeHb yac MuH Cex

2015 2 17 12 a3 45

[ CKONWpOESTE BPEMA KOMIEHTERS ]

Brigop

BpeMeHHOI | [GMT+03:00)Mockea, Cakr-Metepbypr, Kazane V
30HBI

Brmounte NTP knneHt

|:| RABTOMATHYE CKWI Nepexo Ha NeTHee BPeMA

BENMOUHTE [®)

NTP KmeT : 192.5.41.41 - CeeepHan AMepUKa V

® [90.95.33.16 (IP agpec)

[ [THMEHKTE ] [ Chpocute ] [ OfHoeuTE ]

3.4. «AAMUHUCTPUPOBAHUEN -> «YCTAaHOBKA NApoNa»

BeeauTe HOBbIN Maponb U NOATBEPKAEHNE MAPOA B COOTBETCTBYIOLLME NONA U HAXKMUTE KHOMKY
“MpumennTb” (B KauecTse HOBOro Napoaa ana aocrtyna K WEB-KoHbuUrypatopy Mcnonb3yite cepuiiHblit Homep
CPE). JoxanTecb OKOHYaHMA 0B6PaTHOro OTCYETA M aBTOPU3YMTECH C HOBbIMW YYETHBIMW AAHHbIMU A
NPOAOJIKEHMA HACTPOMKN MapLIpyTH3aTopa.

YcTaHoBKa napons

373 CTPAHMUA MCNONE2YeTCA ANA CMEHE! Napona YYETHOR 2aNMCH K J0CTYNY Ha eefd-
MHTEpfEdC.

WuA nonb3oBate nA: adrnin

HoBblii naponb: | ------ |

MoeTop Napona: | ...... |

[ [TpMMEHMTL ] [ ChpocuTe ]

3.5. «cAgmuHuUcTpupoBaHue» -> «lepesarpyska»

[na nepesarpyskn mapLipyTMsatopa M NPUMeEHEHMUSA BbINOJHEHHbIX HACTPOEK HAXKMUTE KHOMKY
“Mepe3arpy3sntb” 1 A0KANTECH 3aBEPLUEHMA ONepaLum.

Mepesarpyska ycTpoicTBa

3Ta CTPAHHLA HCNONL3YETCA ONA NEQE3arpyakk yCTROACTES.
MepezarpyauTe

B cnyyae BO3HMKHOBEHMA Npobsiem Nocsie NPOrpammMHON nepesarpysKku, Hanpumep OTCYTCTBME aBTOPM3ALLMM
no npoTokoay PPPOE, oTKAOUYMTE U 3aTEM BKIKOUUTE 3NEKTPOMNUTAHME MAPLIPYTU3ATOPA C MOMOLLbIO KHOMKMY,

pacnonoxKeHHol Ha Kopnyce CPE. [loxauTech Nnepesarpyskn MmapLipytnsatopa 1 nposepbTe
paboToCnoCO6HOCTb yCAyr.



4. 3arpyska ¢aina KoHurypauum

4.1. «<ApMmuHUCTpUpoBaHue» -> «BocctaHoBneHune/cbpoc»

[NnA coKpaleHWsa BpeMeHM YCTaHOBKM 060pyA0BaHUA M NPeLOTBPALLEHMA CyYaliHbIX OWMBOK, KOTopble
MOTYT 6bITb AOMNYLWEHbI NPU PYYHOW HACTPOMKE MapLIPyTM3aTOPa, PEKOMEHAYETC UCMO0/b30BaTb, 3apaHee
NOAroTOB/EHHbIE CNYXKO0M TEXHUYECKOM Noaaep KM dunmana, Gpainibl KOHPUTYpaLMK.

[NA BOCCTaHOB/NIEHUA HAacTPOEK MapLUPYTU3aTOpa C MOMOLLbIO Palina KOHOUTYPALMKN HAXKMUTE KHOMKY
“BblbepuTe dalin”, ykarkute Mecto pacnosioKeHus gaiiia HaCTPOEK Ha IoKanbHOM gucKe Bawero MK, nam
USB-Flash-aucke (Hanp. Config_12inet_3sip_4iptv.dat) n HaxkmuTe Ha KHOMKy “3arpy3uTb”.

CoxpaHenue/3arpyska KoHdurypauum

3Ta CTPAHWUA NOSEONART COXPAHWTE TEKYLLME HACTPORKA MNW ZarPYEHTE X HA
YCTRORCTED. Tak e Bel MoeTe chpocuTe YCTPORCTED HA 33E0LCKHE HACTRORKM.

CoxXpaHuTb T
KOHhHIypaumo: -

KOH(PMIYDaLHIO: | Buibepure dain | Config_12i. diptv.dat | Sarpyaum |
Copoc Ha 3aBoaCKHE
HacTpoii:

Joxantecb OKOHYaHMA npoLiecca 06HOBNEHMA HAaCTPOEK MapLIpyTM3aTopa.

OfHoBIeHe YellelHo!
IpomzeomiTca obHop TeHIe.
He prixsogaiiTe H He mepezarpy:kaiite Y cTpolcTBO J0

3AB ePIUIeHIA.

TMosxanyiicTa mogosxmure 33 cexyHg ...

4.2. «Hactpoitka UHTepHeT» -> « WAN»

N3meHuTe cTaHAAPTHbIE MMA NOJIb30BATENA U MAPOob AAA ycayrn “UHTepHeT” Ha yKasaHHble B 40OroBope

aboHeHTa M HaxXmuTe KHomnky “MpumeHnTtb”. B 0TBET Ha coobLeHne 06 M3MEHEHNN HACTPOEK HAXKMUTE
KHONKY “lMepe3arpy3nTb no3xe”.

Hactpoitka WAN uHTeptenca

Ha 3toi cTpanuue Bul MoxETE NPOWIBECTM HACTPORAKY ANA A0CTYNA K CBTH MHTEpHET.
Bl MoeTe HCNONEZ0EATE OAMH W2 NPEANONEHEX THIOE NOAKNKYEHHA ANA AOCTYNE K
ceti Mutepent: Cratwueckud IP, DHCP, PPPoE, PPPOE Dual Access, LZTR/PPTR.

THN NoAKNIOYeHNA: PPFoE [v]
Wna cepeuca: inet

4.3. «Management» -> «Status»
CkonupyiiTe nocnegHue Wectb ULMPp CepUinHOro Homepa MapLLpyTM3aTopa Ha CTPaHULe cTaTyca.

Cratyc cucTeMbl

HanHaa cTpanuuya oTobpaskaeT TEKYLLEE COCTOAHWE YETPORCTES M HEKOTOREIS
OCHOBHEIE HACTRORKM YCTROACTEE.

BpeuA patoTkl Oday: 1h:58rm:40s
CepHiiHBIi HOMep |DDD2?43051 4020005867 I
Bepcuallo 1.1.13RU.RT. 104041

Hara cosnaHua No Fri bar 13 154648 MSK 2015



4.4. «becnpoBogHas ceTb» -> «OCHOBHAA CeTb»

3ameHuTe nocsegHue wectb cumeonos SSID 6ecnposoaHoin cetn Wi-Fi, pacnonoxeHHble nocae CTpoKn
“RTRouter-", Ha, CKOMMPOBaHHYO paHee, YacTb CEPUMHOIO HOMEpPa MapLIPYTM3aTOPa U HAXKMUTE KHOMKY
“MpumeHnTb”. B OTBET Ha coobLLeHME 06 U3SMEHEHUM HACTPOEK HaXKMUTE KHOMNKY “lMepesarpy3nTb nose”.

Monb30BaTeNbCKHE HACTPONKH

Ha aToit cTpaHnue ocyluecTenARTCA HacTpofka BecnpoBodHON ToukK fOCTyNa Ana
KNHEHTOM NOKaNeHOA CeTH. 3080k Bbl MONKETE HEMEHHTE HACTROAKH WHDPOEAHUA, 3 TaK
K2 DCHOEHBIE NAPaMETPE! TOUKH A0CTYNE

[ ononoums rouky noctyna

MNonoca: 2.4 GHz (B+GHY) ]

Pexuu: AP V

Tun cetm:

ssip: RTRouter 006357 |
TEPHET LWnpuua kanana: 40MHz |~

4.5. «becnposogHasn ceTb» -> «be3onacHocTb»

B none “Pasgensemsiii Kntou (PSK)” BBeauTe naposb Wi-Fi, yKasaHHbI Ha HaKknelKe, pacno/ioXKeHHOM Ha
HUKHEM YacTn Kopnyca MapLipyTM3aTopa 1 HaxMuTe KHonky “lNMpumeHunTs”. B 0TBET Ha coobLieHme 06
M3MEHEHMWN HAaCTPOEK HaXKMMTe KHOMKy “lMepe3arpy3nTb nosxe”.

BezonacHocTb

Ha aTof CTpaHMUE MOMHO HACTROWTE NapamMeTpel BE20nacHocTH Ana fecnpoeodHoR
ceT. Bribepute npotokone WEP wiv YWPA 4nA npegoTepaWeHuA
HECAHKUMOHMPOESHHOMD gocTyna k Bawed DecnpoeogHoR ceTH NyTem BEOAA KNHYEeR
UKD P OEEHKA,

BriGop SSID | Foot AP - RTRouter-006867 v [ [TpMMEHMTE ] [ Chpocuts ]

Lncppoeanme: WWPAZ V

O KopnopaTueHeli (RADIUS) @ MepcoHansHeli

PexuM widpoBaHuAa: .
(Pazgenaemeld kniy)

Maker mnchposaHnAa

WPAZ: TKIP [AES
DopMar pasgenaemoro =
Kmo4a (PSK): Mapone ]
Paspenaemblii kmoy |

(PSK):

4.6. «Hactpoiika UHTepHeT» -> «VLAN»

Ecnn kommyTaTtopom goctyna asnsetca EdgeCore, To HEO6X0AMMO U3MEHUTL 3HaUYeHKe Internet VID (Homep
VLAN MOXHO y3HaTb Yy coTpyaHuKa TMN-2 no TenedoHy). B oTBeT Ha coobLieHne 06 M3MEeHEHUN HAaCTPOEK
HaXKMUTe KHOMKY “lMepesarpysnTtb nosxe”. Oaa Apyrmx KOMMYTaTOPOB AaHHbIN NMYHKT BbINOHATL HE HY}KHO.

KoHcpurypauuna VLAN

B narHom paspene Bel moxeTe nponzsecTy HacTodky WLAN fNA pasnnukex
wHTepdeidcos. Cepenc LAN u WAN akTHBHpOBaHE! N0 YMONYAHWI W HAXOAATCA 33
MNAT. OononvuTeneHele cepencel YolP, IPTY, MGMT pabotaeT & pexime mocTa Ha L2
¥ROBHE.

Birioumtb VLAN

e nopt | WITSSID
e e IR e 8 e e
1

LAN MO0

Internet 1 [l

PTV 50 iy DO O™
VoIP 40 s« 00O O
MGMT 30 T ODOODO

Guest 0 v

O FE A

3aparb pexum untagged
ana:

IPTY WLAN (s

4.7. «KApMmuHucTpuposaHue» -> «lNepesarpyska»
[NnA nepesarpysku mapLipyTnsatopa M NpMMeHeHUs BbINOJIHEHHbIX HACTPOEK HAXKMUTE KHOTMKY
“NMepe3arpy3sntb” 1 A0KAUTECH 3aBEPLUEHNA onepaumm (CM. NYHKT 3.5 HacToALWeN MHCTPYKLMK).



